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Hand Hygiene Australia Privacy Policy

It is important to us at Hand Hygiene Australia that we protect your privacy and manage your
personal information with respect. We are committed to doing this in a way that is consistent with
our obligations under the Privacy Act 1988 (Privacy Act) and the Australian Privacy Principles (APPs).
This document describes how we achieve this goal.

In general, we collect your personal information directly from you when you deal with us by
telephone, letter, e-mail, fax, face-to-face or through our website. We only collect, hold and disclose
personal information where it is reasonably necessary for, or directly related to, our functions or
activities.

Website

When you visit our website, our server makes a record of your visit and logs the following
information for statistical purposes or systems administration purposes:

e your server address

e your top level domain name (for example .com, .gov, .au, .uk etc)
e the date and time of your visit to the site

e the pages you accessed and documents downloaded

e the previous site you have visited

e the type of browser you are using.

This information is also collected when you visit our learning management system. No attempt will
be made to identify users or their browsing activities, except in the unlikely event of an investigation
where a law enforcement agency may exercise a warrant to inspect the logs. We will only record
your e-mail address if you send us a message.

Enquiries and Other direct contact

If you contact us directly via email, letter, telephone, or other medium, your personal information
will only be used or disclosed for the purpose for which you have provided it. We will not use or
disclose your information for any other purpose without your consent. For example, we will record
your name and email address or postal address in order to respond to your query, but we will not
add it to a mailing list without your consent.

You should note that there are inherent risks associated with using the Internet as a transmission
medium in that when you send information over the Internet it might be possible for other people
to see what you are sending. If this is of concern to you, then you should use other methods of
communication.

Alternatively you may wish to deal with us anonymously. We will endeavor to address anonymous
requests if it is practicable to do so.



Compliance Database
Your information
To register as a HHCApp user, we ask you to provide personal information including:

e your name

e your email address

e your workplace

e your role in hand hygiene auditing and promotion

We collect this and other relevant information so that we can establish a unique account for you.
This in turn allows you access to the appropriate data and functionality. In addition, we send emails
to Compliance Database users with information that we consider to be important for your
appropriate use of the database.

You can access and correct your registration information in the database by logging-in and clicking
on your name in the top right hand corner (next to the logout button).

Audit data

The hand hygiene audit data that is entered into the Compliance Database is accessible by
nominated administrators in your organisation and appropriate users within the healthcare system.
For example, if you collect hand hygiene compliance data at a public hospital, this information will
be accessible to the hand hygiene coordinator at your hospital (Organisation Administrator), as well
as the appropriate infection control or quality staff at the health service to which the hospital
belongs (Region Administrator). We may use audit data where it is reasonably necessary for, or
directly related to, our functions or activities. However, the data will not be presented in an
identifiable form without consent.

HHA Learning management system

To register as a user of our learning management system, we ask you to provide personal
information including:

e your name

e your email address (optional)

e your profession and workplace

e your employee number

e your professional registration number (optional)

We collect this information in order to establish a unique account for you and to facilitate the
reporting needs of your organisation. Your account allows you to access your learning records at any
time. For example, you can log in to your account to download certificates of course completion. In
addition, if you link yourself with a specific organisation during self-registration (or subsequently),
then the nominated administrator(s) at your organisation can access your personal information and
learning records. As described for the Compliance Database, other administrators associated with
your organisation may also have access to your records.
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It is also possible for you to register as a user without affiliating your record with an organisation. In
this case, your information is accessible to us, but not to organisation administrators.

You can access and correct your registration information at any time by logging in.

Quality and security of personal information

We will take reasonable steps in relation to matters within our control to ensure that personal
information is accurate, current, complete and relevant. We will also ensure that personal
information is reasonably protected from misuse, interference, loss and from unauthorized access,
modification or disclosure.

We store personal information using both physical and electronic filing systems as well as secure
computer servers. We employ a range of physical and electronic security measures to protect
personal information from misuse and loss and from unauthorised access, modification or
disclosure. These measures include restricted physical access to our offices; security firewalls and
computer user identifiers and passwords.

We will destroy or de-identify personal information if it is no longer needed for any purposes and if
we are not required by an Australian law to retain it.

Accessing and correcting your personal information

You can access the personal information that we hold about you and can ask us to correct that
information. In the case of the Compliance Database and our learning management system, you can
do this by logging in to your account. Otherwise, please contact us directly using the information
provided on the Contact Us page of this website.

Further information or complaints

Should you wish to contact us about any privacy inquiry or complaint, please contact by the Contact
Us page or write to:

Hand Hygiene Australia

c¢/- Infectious Diseases Dept.,
Austin Health

PO Box 5555

Heidelberg 3084

Victoria, Australia.

Changes

Hand Hygiene Australia reserves the right to update this Privacy Policy at any time. The most current
version of this policy is available at http://www.hha.org.au
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